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Ãëàâà 1

Ââåäåíèå

Äàííûé äîêóìåíò îïèñûâàåò ïðîöåäóðó ïîëó÷åíèÿ ñåðâåðíîãî SSL-ñåðòèôèêàòà (àíãë. Secure
Sockets Layer � ïðîòîêîë çàùèù¼ííûõ ñîêåòîâ). Ñåðâåðíûé SSL-ñåðòèôèêàò èñïîëüçóåòñÿ äëÿ
ïîäòâåðæäåíèÿ ïîäëèííîñòè ñàéòà áàíêà ïðè ïîäêëþ÷åíèè ê íåìó êëèåíòà. Åãî èñïîëüçîâà-
íèå ïîçâîëÿåò ïîìåøàòü çëîóìûøëåííèêó ïîäìåíèòü ñàéò áàíêà è òàêèì îáðàçîì ïîëó÷èòü
êîíôèäåíöèàëüíóþ èíôîðìàöèþ î êëèåíòå. ×àùå âñåãî SSL ïðèìåíÿåòñÿ äëÿ çàùèùåííîãî
îáìåíà äàííûìè ìåæäó Web-áðàóçåðàìè è Web-ñåðâåðàìè. Îñíîâíîå íàçíà÷åíèå ïðîòîêîëà
çàùèòû ñîñòîèò â ñëåäóþùåì:

• Àóòåíòèôèêàöèÿ ñåðâåðà, ãàðàíòèðóþùàÿ ïîëüçîâàòåëÿì, ÷òî îíè ïîïàëè èìåííî íà òîò
óçåë Web, êîòîðûé õîòåëè ïîñåòèòü;

• Ïîäòâåðæäåíèå ëåãèòèìíîñòè êîìïàíèè è å¼ þðèäè÷åñêîãî àäðåñà;

• Ñîçäàíèå çàùèùåííîãî SSL-ñåðòèôèêàòîì êàíàëà, áëàãîäàðÿ êîòîðîìó èíôîðìàöèÿ ìî-
æåò ïåðåäàâàòüñÿ ìåæäó êëèåíòîì è ñåðâåðîì â çàêîäèðîâàííîì âèäå, ñ öåëüþ ïðåäîò-
âðàùåíèÿ èñêàæåíèÿ äàííûõ âî âðåìÿ ïåðåñûëêè.

Â ñèñòåìå iBank 2 UA â ðàìêàõ Ñåðâåðà Ïðèëîæåíèÿ ðàáîòàåò âñïîìîãàòåëüíûé Web-ñåðâåð
ñ ïîääåðæêîé ïðîòîêîëà SSL, êîòîðûé çàãðóæàåò â Web-áðàóçåð êëèåíòà HTML-ñòðàíèöû,
Java-àïïëåòû è êîíôèãóðàöèîííûå ôàéëû. Äëÿ ðàáîòû âñïîìîãàòåëüíîãî Web-ñåðâåðà íåîá-
õîäèì SSL-ñåðòèôèêàò. Ïðè ïðîìûøëåííîé ýêñïëóàòàöèè ñèñòåìû SSL-ñåðòèôèêàò íåîáõî-
äèìî ïîëó÷àòü ó îäíîãî èç ìèðîâûõ Ñåðòèôèêàöèîííûõ Öåíòðîâ � îðãàíèçàöèè, êîòîðàÿ
óäîñòîâåðÿåò ïîäëèííîñòü èíôîðìàöèè, óêàçàííîé â ñåðâåðíîì SSL-ñåðòèôèêàòå.
SSL-cåðòèôèêàò ìîæíî ïîëó÷èòü â îäíîì èç Ñåðòèôèêàöèîííûõ Öåíòðîâ: VeriSign, Inc.
(http://www.verisign.com/), THAWTE (http://www.thawte.com/home.html) è äð. Íèæå îïè-
ñàíà ïðîöåäóðà ïîëó÷åíèÿ ñåðâåðíîãî SSL-ñåðòèôèêàòà ó ÐÁÊ (http://ssl.rbc.ru/) � ïðåä-
ñòàâèòåëÿ êîìïàíèè THAWTE â Ðîññèè, ñòðàíàõ ÑÍÃ è Áàëòèè. SSL-ñåðòèôèêàò ìîæíî ïî-
ëó÷èòü è ó óêðàèíñêèõ äèñòðèáüþòåðîâ êîìïàíèè THAWTE, íàïðèìåð çäåñü
http://ssl.kravchuk.biz/.
Ïðè îïûòíîé ýêñïëóàòàöèè äîïóñòèìî èñïîëüçîâàíèå ñàìîçàâåðåííîãî ñåðòèôèêàòà (ñåðòè-
ôèêàò, êîòîðûé áàíê âûäàåò ñàìîìó ñåáå). Ïîäðîáíî ïðîöåññ ãåíåðèðîâàíèÿ ñàìîçàâåðåííîãî
SSL-ñåðòèôèêàòà îïèñàí â äîêóìåíòå Óñòàíîâêà ñèñòåìû iBank 2 UA ïîä ÎÑWindows/Unix .
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Ãëàâà 2

Ïîëó÷åíèå SSL-ñåðòèôèêàòà ó ÐÁÊ

Ïîëó÷åíèå ñåðòèôèêàòà âêëþ÷àåò â ñåáÿ ñëåäóþùèå øàãè:

1. Ñîçäàíèå õðàíèëèùà ñåêðåòíûõ êëþ÷åé;

2. Ãåíåðàöèÿ çàïðîñà íà ïîëó÷åíèå SSL-ñåðòèôèêàòà;

3. Ðåãèñòðàöèÿ íà ñàéòå ÐÁÊ (åñëè áàíê óæå çàðåãèñòðèðîâàí, òî äàííûé øàã íå íóæåí);

4. Îôîðìëåíèå çàïðîñà íà ïîëó÷åíèå ñåðòèôèêàòà;

5. Äîêóìåíòàëüíîå îôîðìëåíèå ñåðòèôèêàòà;

6. Èìïîðò ýëåêòðîííîãî SSL-ñåðòèôèêàòà.

Ñîçäàíèå õðàíèëèùà êëþ÷åé

Ñîçäàíèå õðàíèëèùà ñåêðåòíûõ êëþ÷åé ïðîèçâîäèòñÿ ñ ïîìîùüþ óòèëèòû keytool.exe, âõî-
äÿùåé â ñîñòàâ äèñòðèáóòèâà ñèñòåìû iBank 2 UA. Âûïîëíèòå ñëåäóþùóþ êîìàíäó:

%ibank_home%\jre\bin\keytool -genkey -alias ibank -keyalg RSA =⇒

=⇒ -keysize 1024 -keystore %ibank_home%\conf\.sslkeystore -validity 730

Îòâåòüòå íà çàäàâàåìûå âîïðîñû. Çäåñü %ibank_home% � êàòàëîã, â êîòîðîì óñòàíîâëåí Ñåðâåð
Ïðèëîæåíèÿ. Íèæå ïðèâåäåí ïðèìåð ïîäîáíîãî äèàëîãà:
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Ïîëó÷åíèå SSL-ñåðòèôèêàòà ÎÎÎ ¾ÁÈÔÈÒ¿

What is your first and last name?
[Unknown]: ibank.bankname.ua

What is the name of your organizational unit?
[Unknown]: IT Department

What is the name of your organization?
[Unknown]: Bankname

What is the name of your City or Locality?
[Unknown]: Dnepropetrovsk

What is the name of your State or Province?
[Unknown]: UA

What is the two-letter country code for this unit?
[Unknown]: UA

Is <CN=ibank.bankname.com.ua, OU=IT Department, O=Bankname, L=Dnepropetrovsk,
ST=UA, C=UA> correct?
[no]: yes

Â ðåçóëüòàòå â êàòàëîãå %ibank_home%\conf áóäåò ñîçäàí ôàéë ñ õðàíèëèùåì êëþ÷åé .sslkeystore

Âíèìàíèå!
Çàïèøèòå â íàäåæíîì ìåñòå ïàðîëü ê õðàíèëèùó êëþ÷åé è ñäåëàéòå ðåçåðâ-
íóþ êîïèþ õðàíèëèùà. Ïðè ïîòåðå ïàðîëÿ èëè êëþ÷à ïðîöåäóðó åãî ïîëó÷å-
íèÿ ïðèäåòñÿ ïîâòîðÿòü çàíîâî (èç ñîîáðàæåíèé áåçîïàñíîñòè THAWTE íå ïîç-
âîëÿåò ïîâòîðíîé ãåíåðàöèè ñåðòèôèêàòîâ), âêëþ÷àÿ îïëàòó íîâîãî ñåðòèôèêàòà.

Ãåíåðàöèÿ çàïðîñà íà ïîëó÷åíèå ñåðòèôèêàòà

Ñëåäóþùèì øàãîì ÿâëÿåòñÿ ñîçäàíèå çàïðîñà íà ïîëó÷åíèå SSL-ñåðòèôèêàòà. Äàííûé çàïðîñ ãåíå-
ðèðóåòñÿ óòèëèòîé keytool.exe è ñîõðàíÿåòñÿ â ôàéëå .csr. Äëÿ ãåíåðàöèè CSR-ôàéëà âûïîëíèòå
ñëåäóþùóþ êîìàíäó:

%ibank_home%\jre\bin\keytool -certreq -alias ibank -file =⇒

=⇒ %ibank_home%\certreq.csr -keystore %ibank_home%\conf\.sslkeystore

Óòèëèòà çàïðîñèò ïàðîëü (ïî óìîë÷àíèþ changeit). Â ðåçóëüòàòå â êàòàëîãå %ibank_home%\ áóäåò
ñôîðìèðîâàí ôàéë certreq.csr. Ñîäåðæèìîå ýòîãî ôàéëà íåîáõîäèìî îòïðàâèòü â Ñåðòèôèêàöèîí-
íûé Öåíòð.

Ðåãèñòðàöèÿ íà ñàéòå ÐÁÊ

Äëÿ ïîëó÷åíèÿ ñåðòèôèêàòà, çàâåðåííîãî êîìïàíèåé THAWTE, íåîáõîäèìî çàðåãèñòðèðîâàòüñÿ íà
ñàéòå ÐÁÊ (ïðåäñòàâèòåëÿ êîìïàíèè THAWTE â Ðîññèè, ñòðàíàõ ÑÍÃ è Áàëòèè). Äëÿ ýòîãî âûïîëíèòå
ñëåäóþùèå äåéñòâèÿ:

1. Îòêðîéòå â âåá-áðàóçåðå ñòðàíèöó ïî ñëåäóþùåé ññûëêå:
http://ssl.rbc.ru/cgi-bin/Enter.cgi?PERS_CLICK=1

Íàæìèòå íà êíîïêó çàðåãèñòðèðîâàòüñÿ (ñì. ðèñ. 2.1).
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Ïîëó÷åíèå SSL-ñåðòèôèêàòà ÎÎÎ ¾ÁÈÔÈÒ¿

Ðèñ. 2.1. Âõîä íà ëè÷íóþ ñòðàíèöó ïîëüçîâàòåëÿ

2. Øàã 1. Ââåäèòå ëîãèí è ïàðîëü íà äîñòóï ê ëè÷íîé ñòðàíèöå, ïîäòâåðæäåíèå ïàðîëÿ è íàæìèòå
äàëåå.

3. Øàã 2. Íà ñëåäóþùåé ñòðàíèöå (ñì. ðèñ. 2.2) ââåäèòå ñâåäåíèÿ î ïðåäñòàâèòåëÿõ îðãàíèçà-
öèè, äëÿ êîòîðîé áóäåò ïîëó÷åí ñåðòèôèêàò. Â ôîðìó Àäìèíèñòðàòèâíûé êîíòàêò ââåäèòå
èíôîðìàöèþ î ðóêîâîäèòåëå îðãàíèçàöèè, â ôîðìó Òåõíè÷åñêèé êîíòàêò � èíôîðìàöèþ îá
IT ñïåöèàëèñòå, çàíèìàþùåìñÿ âîïðîñîì ïîëó÷åíèÿ ñåðòèôèêàòà, â ôîðìó Ëèöî, ïîäïèñûâà-
þùåå äîêóìåíòû � èíôîðìàöèþ î ïðåäñòàâèòåëå îðãàíèçàöèè, êîòîðûé áóäåò ïîäïèñûâàòü
äîêóìåíòû â ïðîöåññå ïîëó÷åíèÿ ñåðòèôèêàòà.

4. Øàã 3. Ââåäèòå ñâåäåíèÿ îá îðãàíèçàöèè1. Ââîäèìûå ñâåäåíèÿ äîëæíû ñîâïàäàòü ñ óêàçàííûìè
â ñâèäåòåëüñòâå î ãîñóäàðñòâåííîé ðåãèñòðàöèè þðèäè÷åñêîãî ëèöà. Òàêæå íàçâàíèå êîìïàíèè
äîëæíî ñîîòâåòñòâîâàòü óêàçàííîìó â áàçå äàííûõ ðåãèñòðàòîðà äîìåíà.

5. Øàã 4. Íà ýòîì ýòàïå ìîæíî ïðîñìîòðåòü óñëîâèÿ äîãîâîðà î âûäà÷å SSL-ñåðòèôèêàòà ïî ñîîò-
âåòñòâóþùåé ññûëêå. Ïîñëå ýòîãî ðåãèñòðàöèÿ ïîëüçîâàòåëÿ íà ñàéòå ÐÁÊ çàâåðøåíà è ìîæíî
îôîðìèòü çàïðîñ íà ïîëó÷åíèå ñåðòèôèêàòà.

Îôîðìëåíèå çàïðîñà íà ïîëó÷åíèå ñåðòèôèêàòà

Äëÿ ôîðìèðîâàíèÿ çàïðîñà íà ïîëó÷åíèå ñåðòèôèêàòà âûïîëíèòå ñëåäóþùèå äåéñòâèÿ:

1. Âîéäèòå íà ëè÷íóþ ñòðàíèöó, èñïîëüçóÿ ëîãèí è ïàðîëü, ââåäåííûå íà ýòàïå ðåãèñòðàöèè.

2. Â ëåâîé ÷àñòè îêíà âûáåðèòå ïóíêò Ïðîäóêòû è óñëóãè.

3. Âûáåðèòå ïóíêò Ñòàíäàðòíûé ñåðòèôèêàò è íàæìèòå íà êíîïêó çàêàç.

4. Íà îòêðûâøåéñÿ ñòðàíèöå (ñì. ðèñ. 2.3) ââåäèòå äàííûå î ñåðòèôèêàòå:

• Â ñïèñêå Òèï ñåðòèôèêàòà âûáåðèòå Ñòàíäàðòíûé ñåðòèôèêàò.

• Ââåäèòå äîìåííîå èìÿ ñâîåãî ñàéòà.

• Óêàæèòå êîëè÷åñòâî äîïîëíèòåëüíûõ ëèöåíçèé 0.

1Â àíêåòå óêàçàíû íàèìåíîâàíèÿ áàíêîâñêèõ ðåêâèçèòîâ, äåéñòâóþùèõ â ïðåäåëàõ Ðîññèéñêîé Ôåäåðàöèè.

Íåîáõîäèìî ââåñòè ñîîòâåòñòâóþùèå äàííûå óêðàèíñêèõ áàíêîâñêèõ ðåêâèçèòîâ.
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Ïîëó÷åíèå SSL-ñåðòèôèêàòà ÎÎÎ ¾ÁÈÔÈÒ¿

Ðèñ. 2.2. Ââîä èíôîðìàöèè î ïðåäñòàâèòåëÿõ îðãàíèçàöèè

• Âûáåðèòå ñðîê äåéñòâèÿ ñåðòèôèêàòà (1 èëè 2 ãîäà).

• Â ñïèñêå Òèï ñåðâåðà âûáåðèòå Tomcat.

• Â ïîëå CSR ñêîïèðóéòå ñîäåðæèìîå ôàéëà çàïðîñà íà ïîëó÷åíèå SSL-ñåðòèôèêàòà (ôàéë
%ibank_home%\certreq.csr). Ñîäåðæèìîå íåîáõîäèìî êîïèðîâàòü ïîëíîñòüþ, âêëþ÷àÿ íà-
÷àëüíóþ è êîíå÷íóþ ñòðîêè.
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Ïîëó÷åíèå SSL-ñåðòèôèêàòà ÎÎÎ ¾ÁÈÔÈÒ¿

5. Íà ñëåäóþùåé ñòðàíèöå ìîæíî îçíàêîìèòüñÿ ñ óñëîâèÿìè äîãîâîðà íà óñëóãè, ïðåäîñòàâëÿåìûå
ÐÁÊ. Äëÿ îêîí÷àòåëüíîé ðåãèñòðàöèè çàïðîñà íàæìèòå êíîïêó ïðèíÿòü.

Ðèñ. 2.3. Çàêàç ñåðòèôèêàòà
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Ïîëó÷åíèå SSL-ñåðòèôèêàòà ÎÎÎ ¾ÁÈÔÈÒ¿

Äîêóìåíòàëüíîå îôîðìëåíèå ñåðòèôèêàòà

Ïîñëå îôîðìëåíèÿ çàïðîñà íà ïîëó÷åíèÿ ñåðòèôèêàòà íåîáõîäèìî áóäåò ïðåäîñòàâèòü ñëåäóþùèå äî-
êóìåíòû:

1. Ðåãèñòðàöèîííûå äîêóìåíòû2 � íîòàðèàëüíî çàâåðåííàÿ êîïèÿ ñâèäåòåëüñòâà î ãîñóäàðñòâåííîé
ðåãèñòðàöèè þðèäè÷åñêîãî ëèöà è íîòàðèàëüíî çàâåðåííàÿ êîïèÿ ñïðàâêè î ïîñòàíîâêå íà ó÷åò
ïëàòåëüùèêà íàëîãîâ â Ãîñóäàðñòâåííîé Íàëîãîâîé Èíñïåêöèè.

2. Ñ÷åò çà îïëàòó óñëóã âûäà÷è ñåðòèôèêàòà � âûñòàâëÿåòñÿ ïîñëå ïðîâåðêè ïîäëèííîñòè ïðåäî-
ñòàâëåííûõ ðåãèñòðàöèîííûõ äîêóìåíòîâ.

SSL-ñåðòèôèêàò ïðåäîñòàâëÿåòñÿ â ýëåêòðîííîì âèäå íà ëè÷íîé ñòðàíèöå îðãàíèçàöèè.

Âíèìàíèå:
Âî èçáåæàíèå íåäîðàçóìåíèé îòíîñèòåëüíî íåîáõîäèìûõ äîêóìåíòîâ, ñëå-
äóåò ïåðåä ñîçäàíèåì çàÿâêè íà ïîëó÷åíèå ñåðòèôèêàòà îáðàòèòü-
ñÿ ïî ýëåêòðîííîìó àäðåñó ssl@rbc.ru çà àêòóàëüíîé èíôîðìàöèåé.

Èìïîðò SSL-ñåðòèôèêàòà

Ïîñëå ïîëó÷åíèÿ ýëåêòðîííîãî SSL-ñåðòèôèêàòà åãî íåîáõîäèìî èìïîðòèðîâàòü â õðàíèëèùå ñåðòè-
ôèêàòîâ ñëåäóþùåé êîìàíäîé:

%ibank_home%\jre\bin\keytool -import -trustcacerts -alias ibank -file =⇒

=⇒ ibank.cer -keystore %ibank_home%\conf\.sslkeystore

Çäåñü ibank.cer � ôàéë ñ ñåðòèôèêàòîì, ïîëó÷åííûé èç ñåðòèôèêàöèîííîãî öåíòðà.

Ïîñëå èìïîðòà SSL-ñåðòèôèêàòà â õðàíèëèùå îí ñòàíîâèòñÿ äîñòóïíûì äëÿ èñïîëüçîâàíèÿ êëèåíòàìè,
ïîäêëþ÷àþùèìèñÿ ê áàíêîâñêîìó ñåðâåðó.

2äîêóìåíòû äîëæíû áûòü çàâåðåíû íîòàðèàëüíî íå áîëåå 2-õ ìåñÿöåâ íàçàä
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Ãëàâà 3

Ïðîäëåíèå ñðîêà äåéñòâèÿ

SSL-ñåðòèôèêàòà

Âûäàâàåìûé ñåðòèôèêàò èìååò ñâîé ñðîê äåéñòâèÿ (1 èëè 2 ãîäà), ïî èñòå÷åíèè êîòîðîãî åãî íåîáõî-
äèìî ïðîäëåâàòü.

Äëÿ ïðîäëåíèÿ ñðîêà äåéñòâèÿ SSL-ñåðòèôèêàòà íåîáõîäèìî îáðàùàòüñÿ íåïîñðåäñòâåííî íà ñàéò êîì-
ïàíèè THAWTE.
Ïåðåéäèòå ïî ññûëêå http://www.thawte.com/ssl-digital-certificates/renew-ssl-certificates/.
Íà îòêðûâøåéñÿ ñòðàíèöå (ñì. ðèñ. 3.2) â ñïèñêå âèäîâ ñåðòèôèêàòîâ âûáåðèòå SSL Web Server

Certi�cates. Íà íîâîé ñòðàíèöå ââåäèòå â ïîëÿ Order number (íîìåð) è Password (ïàðîëü) èíôîð-
ìàöèþ, ïîëó÷åííóþ ïðè âûäà÷å ñåðòèôèêàòà è íàæìèòå êíîïêó Submit (ïîäòâåðäèòü) (ñì. ðèñ. 3.1).

Ðèñ. 3.1. Ââîä íîìåðà è ïàðîëÿ

Â äàëüíåéøåì ââåäèòå ñðîê, íà êîòîðûé áóäåò ïðîäëåíî äåéñòâèå ñåðòèôèêàòà, èíôîðìàöèþ î êî-
ëè÷åñòâå äîïîëíèòåëüíûõ ëèöåíçèé (0), ñåðâåðíîì ÏÎ (Tomcat), èíôîðìàöèþ î ñïîñîáå îïëàòû è
êîíòàêòíóþ èíôîðìàöèþ. Ïîñëå ââîäà çàïðîñó áóäåò ïðèñâîåí íîìåð, êîòîðûé íåîáõîäèìî çàïèñàòü
è â äàëüíåéøåì èñïîëüçîâàòü äëÿ àóòåíòèôèêàöèè.

Ïîñëå çàâåðøåíèÿ ðåãèñòðàöèè çàïðîñà êîìïàíèÿ THAWTE ìîæåò çàòðåáîâàòü äîêóìåíòû, àíàëî-
ãè÷íûå ïðåäîñòàâëÿåìûì íà ýòàïå âûäà÷è ñåðòèôèêàòà. Ïîñëå èõ ïðîâåðêè íîâûé ñåðòèôèêàò áóäåò
äîñòóïåí â ýëåêòðîííîì âèäå ïî àäðåñó http://www.thawte.com/cgi/server/status.exe.
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Ïîëó÷åíèå SSL-ñåðòèôèêàòà ÎÎÎ ¾ÁÈÔÈÒ¿

Ðèñ. 3.2. Âõîä íà ñòðàíèöó ïðîäëåíèÿ ñåðòèôèêàòà
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Ãëàâà 4

Èñòî÷íèêè äîïîëíèòåëüíîé

èíôîðìàöèè

Ñ äîïîëíèòåëüíîé èíôîðìàöèåé ïî äàííîé òåìàòèêå ìîæíî îçíàêîìèòüñÿ â äîêóìåíòàõ:

• Îáùàÿ èíôîðìàöèÿ î ñèñòåìå iBank 2 UA

• Óñòàíîâêà ñèñòåìû iBank 2 UA ïîä ÎÑ Windows/Unix

• Òèïè÷íûå ïðîáëåìû ïðè ðàáîòå ñ ñèñòåìîé iBank 2 UA. Ðåøåíèÿ

• Ìåõàíèçìû áåçîïàñíîñòè â ñèñòåìå iBank 2 UA

Ïðèìå÷àíèå:
Ñî âñåìè ïðåäëîæåíèÿìè è ïîæåëàíèÿìè ïî äîêóìåíòàöèè
îáðàùàéòåñü ïî ýëåêòðîííîìó àäðåñó support@bifit.com.ua
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