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BecHoit 2010 T. B HEeCKOMBKUX pOCCUACKMX GaHkax Obinu
3adoUKCUpOBaHbl NepBbIe NOMNBITKN XULLEHWUIA B OHMaiiHe.

Bo Bcex BbISIBMEHHBIX CryYasaX 3/10YMbILUMIEHHUKA NOSb30-
Ba/lCb XanaTHOCTBLIO KIMEHTOB, ocTaBnarowmx USB-TokeH
«iBank 2 Key» nocTosHHO (KpyrrocyTo4Ho) n 6€CKOHTPONEBHO
NOAKITFOYEHHBIM K KOMMNBIOTEPY C 4OCTYNOM B MIHTEpHET.

C nomoLLbio BPefOHOCHLIX NporpaMM (TPOsIHOB) CO BCTPO-
€HHbIM MeXaHU3MOM ygaaneHHoro ynpasneHus (RAAmin u gp.)
3M0YMBILWMEHHUKN MOAKMOYANNCh K KOHCOMW WMHULMPO-
BaHHOIO KOMMblOTEpPa KOPMNOpaTWBHOMO KIWEHTa, 3amycKasu
Web-6payaep u 3arpyxanu Java-annnet Internet-baHkuHra.

Hanee ¢ ncnonb3oBaHWeM paHee MepexBa4e€HHOro LoMro-
BPEMEHHOro napons W MOCTOAHHO nogkmodeHHoro USB-
TokeHa «iBank 2 Key» 3M0yMbILLNEHHNUKN OT UMEHMN KIUEeHTa
3axoaunu B Internet-BaHkuHr, cosgaBanu nnaTeXxHble Nopy-
YeHud, nognuceiBanun SLIM n oTnpaBnanu B 6aHk.

BaHk

3n0oyMbILLEHHUK

YnaneHHoe
ynpaeneHue

B pAge cnyydaeB KopnopaTUBHBIM KNKWeHTaM yAdaBalloCb
Habntogatb npouecc cosfjaHhlA WM nognucK 3noymbllUneH-
HUKaMW NnaTeXXHbIX I'IOpyHEHI/IVI Yy cebs Ha MOHUTOpE.

OfHOBPEMEHHO ObINKM 3adhUKCUPOBaHbl MOMbITKU XULLIEHWI
C MCMonb3oBaHWEM TPOSIHOB CO BCTPOEHHBIM MEXaHW3MOM
yAaneHHoro gocTtyna k USB-nopTam koMnbOTEpPa KIMeHTa.

Mpn atoM Java-annnet Internet-BaHkuHra 3arpyxancs
W UCMONHANCS Ha KOMMbIOTEpe 3M0YMBILUNEHHWKE, a ANs
Bxofa B cuctemy «iBank2» un dopmupoaHua 3L
KMMeHTa noj nnaTeXHbIMU JOKYMEeHTaMW WMchnosfib3oBascs
yaaneHHblid goctyn Kk USB-nopTam KomnbloTepa KrueHTa
€ NOCTOSAHHO NogkntoveHHbIM USB-TokeHoM (dasbl 1 1 2).

YM

BaHk

3noyMbILNeHHUK

[nsA npeogoneHns MexaHu3ma KOHTPOss JOCTyna KiueHTa ¢
3afaHHbIX |P-agpecoB TpOsSH OCYLUEeCTBNAAN TyHHEnMpo-
BaHue TCP-Tpaduka ¢ KomnbioTepa 3MoyMbllLNEeHHWKa A0
KoMnbloTepa knneHTa BHyTpu XMPP-Tpaduka (Jabber n gp.),
npoussogun TpaHcnauuo IP-agpecos (NAT) v HanpaBnan
TCP-Tpaduk 3royMeILLNEHHMKA OT KNUeHTa B 6aHK (dasa 3).

HoBEle pasHOBMAHOCTM TPOAHOB He ABNAOTCA cneuudunyd-
HbIMU Ana cuctembl «iBank 2» — yganeHHbid goctyn k USB-
nopTam WNu yaarneHHoe ynpaBreHne KOMMNbIOTEPOM KIMeHTa
yMpoLLaoT 3MOyMbILLIEHHMKAM 3afaqy XULLEHUIA B OHMNalHe
npw paboTe KnneHToB ¢ N6bIMU cuctemamm OBO.

BaXHO OTMETUTb, YTO HW B OGHOM W3 MHLUAEHTOB CEKPETHBIN
kmtod SLM knmeHnTa He ObIN noxuweH u3 USB-TokeHa
«iBank 2 Key». Bnarogapa npumeHeHuro USB-TOKeHOB WM
cMapT-KapT «iBank 2 Key» BO3MOXHOCTU 3M10YMBbILLITEHHWUKOB
MO XULLEHWIO CPEfCTB CUIIbHO OrPaHUYeHbI.

Kak Gopotbea

[nsi GopbObl ¢ HOBLIMY yrpo3amiu GaHkaM pekoMeHyeTCs:

¢ VHGpopMMpoBaTL KIIMEHTOB O HOBLEIX Yrposax U o
HeobxoamMocTu cobntoaatb NopsfoK paboThl B cucTe-
Me «iBank2 UA», B TOM 4ucne o HefonycTUMOCTU
MOCTOAHHOTO U  OECKOHTPOMBLHOrO MOAKMHOHYEHUS K
koMnbroTepy USB-ToKkeHa U cMapT-KapThl

e lcnonb3oBaTb BCTpoeHHble B cucteMy «iBank 2 UA»
MeXaHW3Mbl 0BHapyKeHUA NOJO3PUTENMbHbIX [OKYMEHTOB
(punbTpel NO NonyvaTenam, permoHam u IP-agpecam)
W MexaHu3M ugeHTUdUKaLUM KoMmbiloTepa Koprnopa-
TuBHOro knueHta (Device Fingerprint)

¢ lcnonb3oBaTb Ha CTOpoHe OaHKa BHELUHWE CUCTEMbI
Fraud-MOHUTOpUWHIra anekTPOHHLIX MraTexen

e lcnonb3oBaTb BCTPOeHHOe B cucTeMy «iBank 2 UA»
SMS-uHpopMUpoBaHUe KIUEHTOB O BXOAE B CUCTEMY,
0 nocTynfieHWM B OaHK NnaTeXHblX [OKYMEHTOB,
0 ABWKEHUWN CPeACTB MO CHeTaM KITMeHToB

¢ lcnonb3oBaTbh BCTPOEHHY B cucteMy «iBank 2 UA»
pacLUMpPeHHY0  MHOrogakToOpHY0 — ayTeHTUduKayuo
KOPNopaTUBHLIX KITMEHTOB (O4HOPAa3oBLIe Naposun)

e lcnonb3oBaTbh BCTPOEHHLIA B cucTeMy «iBank 2 UA»
MeXaHW3M JOMNOMHUTENbHOrO NOATBEPKAEHNSA NNaTex-
HbIX MOPYYeHWA KOprnopaTUBHbBIX KIWEHTOB OfHO-
pa3oBbIMU NaponsaMu (4onosnHuTensHo K 3LIM)

PacluMpenHas ayTeHTHhkauna

PaclwmpeHHas MHorodakTopHasa ayTeHTUdKKkaLus kopnopa-
TUBHBIX KIIMEHTOB C UCMOSIb30BaHWEM OfHOPa30BbIX Naposei
BCTpoeHa B cuctemy «iBank 2 UA» ¢ Bepcun 2.0.18.

JaHHbIl MexaHn3am noggepxuBaetcs B Internet-BaHkuHre u
Mobile-BaHkuHre npu Bxoge B cucteMy, a Takke B PC-
BaHKuHre Npu CMHXpOHU3aLUK.

HononHnTensHoe noATEeNKAEHNE ROKYMEHTOB

JononHuTensHoe nogTBepXAEHWe MnaTexXHbIX MopyYeHui
KOPNopaTuBHBIX  KIIWEHTOB  O4HOPA30BbIMW  MapossMK
nnaHupyeTcs BCTPOUTL B cucteMy «iBank 2 UA» ¢ Bepcum
2.0.19.1.

JaHHbll MexaHu3M He 3ameHseT OLI, a asndeTca gonon-
HUTENBHBLIM MOATBEPXKAEHUEM KIWEHTa MNO4 LOKYMEHTOM
CBbILLE MOPOroBOM CyMMbI, HacTpauBaemMoi SaHkoM WHAM-
BUAYarnbHO ANS KaXA0ro KrmeHTa.

Mocne noagnucaHus NAaTeXHOro NopyyeHus HeobXxogMMbIM
konuyectsoM OLM 1 npu NpeBbILLEHUN NOPOroBOA CYMMBbI
[LOKYMeHT nepexoauT B ctatyc «TpebyeT nogTeepKaeHUs».

Ona poctaBkm B 6aHK Takoro AOKyMeHTa KopnopaTUBHOMY
KITUeHTY HeobXo4MMO BBECTU O[J,HOpaSOBbIVI naponb.

TMoATBEPKAEHNE QIHOPAZ0BLIM Nap x|

N Ha cypmy | 1 327 46 pyAner
Mommarent | OAC "FocTenekom”

EME | 044535248 Cuer | 40702810300000000610

Cnocod | OTP-TOKEH i

OnHOpa30BLIH Napons | 342601




MoaTBepxaeHne ofHopa3oBelM Maponem B  Internet-
BaHkuHre MoxeT ObITb BLINOMHEHO Kak cpasy nocre
nognucaHna fJOKyMeHTa, Tak u nosgHee. B PC-BaHkuHre
NOATBEPXKAEHUE [OKYMEHTOB BLIMOMHAETCA B  XOAE
CUMHXpOHU3aLuKn. Bo3MoXHO nofTBepXKAEHWE OTAENbHOro
LLOKYMEHTa UNnu rpynnel JOKyMeHTOB. KntoyeBble peKBU3UTLI
LLOKYMEHTOB (KONMMYeCcTBO, CYMMa, PEKBU3UTEI Noryyartens)
oTobpaxatoTcs B Ananore nogTBEPXAEHMWS.

HCTouHMEN 0iHOPa30BbLIX Naponei

B kauyecTBe WCTOYHMKOB OfHOPA30BLIX Naponei B cucteme
«iBank 2 UA» wucnonesytotca SMS-coobuieHna u OTP-
TOKeHb!.

MpuBA3ka K KoprnopaTuUBHEIM kKnueHTam OTP-TokeHoB U
HOMepPOB MOOMUNBHLIX TenedoHoB Ana oTnpaBkn SMS
ocylecTBnseTca Tonbko B APMe «AaMuHucTpatop GaHkay
NPy O4YHOM MOCeLLeHUn KNneHToM BaHKoBCKoro oduca.

K KopnopaTWBHOMY KIWEHTY MOXeT ObiTb NpuBHA3aHO
npouseoneHoe kKonuyectBo OTP-TOKEHOB W HOMepoB
TenedoHoB Ana otnpaskn SMS. OaunH 1 ToT e OTP-TokeH
unu Homep TenedoHa MOXET ObITb NPUBA3aAH K HECKOSBKUM
KOprnopaTUBHLIM KITMEHTaM.

OTP-ToKeHbl He MPWBA3LIBAOTCA K COTPYAHUKAM UMM
knoyam 3L kopnopaTuBHOro knueHTa. [na Bxoja B
CUCTEeMY WIn NoATBEPXAEHUSA JOKYMEHTa COTPYAHMK Kopno-
paTWBHOrO KIMEHTa MOXET UCMofb3oBaTb NoboW TenedoH
unu OTP-TokeH, NPUBA3AHHLIA K ero opraHusayuu.

Wcnonb3oBaHne SMS ana nonyyeHWs KWeHTamu OfHO-
pas3oBLIX Maporneil No3BonsAeT 6aHky MakcMMansHo BbICTpo
U C MUHMManbHBEIMKW 3aTpaTaMW BHEAPWUTb MEXaHU3MbI
MHOrOakTOpHOW  paclUMPEHHOW  ayTeHTUdUKauum U«
LOMOSNHNTENBLHOMO NOATBEPKAEHUSA JOKYMEHTOB.

K HegocTaTkaM SMS OTHOCMTCA BO3MOXHOCTb 3afepXKu
LocTaBku coOOLLEHUA MO BWMHE COTOBOro onepaTopa. JTo
MOXET MPUBECTU K HEBO3MOXHOCTWU ANA KIMEeHTa onepa-
TWBHO BOWTU B CUCTEMY U COBEPLUNTL BaXKHbIE NMATEXMN.

OTP-TokeHbl 0GecneynBaloT rapaHTUpOBaHHOe MonydeHue
ofHopasoBoro napons. KnmeHT MoxeT npuobpecTtn y GaHka
OTP-TokeHbl B TOM KONWYECTBe, B KOTOPOM 3TO AUKTYETCS
yA0GCTBOM M NOPSAKOM paboTel opraHusaLmu.

SMS-UenTp viBank 2n

Hanbonee npocTeiM crnocoboMm opraHvsauuM OTNpaBKu
SMS-coobuleHunii ¢ oAHOPa30BEIMU MApPONAMU ABNSAETCH
nogknoveHune 6aHka k SMS-LleHTpy «iBank 2».

Mopgpepxka SMS-LleHTpa «iBank 2» BcTpoeHa B cucTtemy
«iBank 2 UAy, uyto obecne4mBaeT MakcMMarbHyl0 MpoCTOTY
NoAKMoYeHns 6aHka 1 3alULLeHHOCTb B3aMMOogenCcTBUSA.

SMS-LleHTp «iBank2» pasmeweH B [aTa-ueHTpe Ha
MMTC-9 un B3aumogeincTByeT Hanpamyr ¢ SMS-LleHTpamu
COTOBLIX OMepaTopoB, u4To obecrneymBaeT BLICOKYIO
NPOWU3BOAUTENBHOCTE U HAAEXHOCTb.

BoamoxHo nogkniodeHne Kk SMS-LleHTpy «iBank 2» B
pexuMe OMbITHOW SKcnfyaTauuu Ha cpok 2-3 Mecdua ¢
npegoctaeneHnem 1000 GecnnaTHelx SMS B Mecay. [Mo
BonpocaM nogkntodeHns Kk SMS-LleHTpy obpalyaiiteck no
e-mail: info@bifit.ua u Ten. +38 (044) 585-12-21.

OTP-TOKEHbI

Ona pacwmpeHHOW MHoroakTopHOW ayTeHTudmKauum
KOPNOpaTUBHBLIX KITMEHTOB W AOMOSHUTENbBHOrO MOATBEPXK-

JeHWsA nnaTeXHbIX NMOpYyYeHUA OgHOPAa3OBbIMK NaponsmMu B
cuctemy «iBank 2 UA» BcTpoeHa nogaepxka OTP-TokeHOB
VASCO Digipass Go3 u Activlidentity Mini OTP Token.
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VASCO Digipass Go3 reHepupyeT oAHOpPa3oBbIA MNaposb
Kak yHKUMIO OT BPEMEHM U CEKPETHOro krkoda TOKeHa
(time-based). Ucnone3yeTca kpuntoanroputM 3DES. AnuHa
O[HOPa30BOro Napons cocrtasnser 6 uudp.

Actividentity Mini OTP Token reHepupyeT oAHOpPa3oBLIi
naposib Kak YHKUUIO OT BPEMEHW, 3HAYEHWUs cyeTyuKa
COCTOSHUS W CeKpeTHOro kno4ya TokeHa (time-based +
event-based). MVcnonbayetca kpuntoanroputm  3DES.
[nuHa ogHopa3oBoro napons coctasnseT 8 umudp.

Cpok xun3Hu OTP-TokeHOB cocTaBnsAeT 5-7 ner.

Ona noaaepxku OTP-TokeHoB kKoMnaHusa «BUDUT» saknto-
yuna c Actividentity u VASCO Data Security akcknto3nBHble
NWLEH3NOHHbIE COorfalleHns o BCTpavwBaHWM 1 pacrnpocTpa-
HeHWU B cocTaBe cucTeMbl «iBank 2 UA» COOTBETCTBYIOLLMX
NporpaMMHbIX KOMMNOHEHT yKa3aHHbIX BEH0POB.

Brnarogaps asTomy 6aHkW, npuobpeTatolyme y KOMNaHWUM
«BNOUT» OTP-ToKeHbl ANA WUCNONb30BaHWS B CUCTeEME
«iBank 2 UA», nsbaBneHsl oT HeobxogumocTtn npuobpetats
MO BeHpopoB Actividentity 4TRESS Authentication Server
unu VASCO IDENTIKEY Server ¢ NULEH3UOHHOR NOMUTUKOW
per-user n CTOMMOCTBLIO B [LeCATKW/COTHW ThICAY AOMapos.

Ana ocywecTtBneHna oduymansHoro seosa OTP-TokeHOB B
YkpanHy koMmnaHug «BENOUT» nonyduna B CBY Bce
Heobxo4WMble paspeLlnTenbHble JOKYMEHTHI.

OTP-TtokeHbl VASCO Digipass Go3 u Actividentity Mini
OTP Token oduymansHo 3akynneHel U WMNOPTUPOBaHbLI
komnaHuen «BUOUT». OTP-ToKeHbl NOCTaBRAAKTCA CO
cknajga KomnaHuu B [HenponeTpoBcke napTtusMu oT 10
LUTYK.

AOna naptuii go 2000 wtyk yeHa 3a oguH OTP-TokeH —
10 EUR ¢ yuyetom HOC. To Bonpocam npuoSpeTeHus
OTP-TokeHOB ofpalyaiitece B komnaHuto «BUOUT» no
e-mail: info@bifit.ua u Ten. +38 (044) 585-12-21.

MinaHbl No pasBHTHIO

B Onmxkaiwmx Bepcusax cuctembl «iBank 2 UA» nnaHu-
pyercs:

L BCTpaI/IBaHI/Ie ANA KopnopaTUBHLIX KIWMEHTOB NoanepXKn
CKpeTY-KapT N KOHBEPTOB O4HOPa30oBhLIX napone|7|

¢ BcrpauBaHue nopaepxku mexaHnama EMV CAP Ha Gaze
BHewHero CepBepa AyTeHTudpukaummn Thales SafeSign
W annapaTtHoro kpuntomoaynsa Thales HSM

e BcTpauanue noggepxkn MAC-TokeHoB Actividentity u
VASCO Digipass ansa noATBEpPXKAEHUSA [OKYMEHTOB
MAC (Message Authentication Code reHepupyetcsa Ha
ocHoBaHWM BBOAUMbLIX B MAC-TOKEH KPUTUYHBIX pek-
BU3UTOB JOKYMEHTa W cekpeTHoro krtoda MAC-TokeHa)

o Cucrtema Fraud-MOHUTOPUHIa 3MEKTPOHHbLIX NaTexen




